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Abstract

Background: Widespread adoption of secure messaging (SM) provides patients with cancer with unprecedented access to medical providers at
the expense of increased workload for oncologists. Herein, we analyze oncology SM clinical content and acuity and translate these to estimated
cost savings from reduced appointments. Methods: This population-based retrospective cohort study examined the content of patient-initiated
SM threads exchanged through the patient portal website or app over 1 year (June 1, 2021-May 31, 2022) at 21 Kaiser Permanente Northern
California oncology practices, which typically do not have patient copayments associated with SM. A random sample of 500 SM threads were re-
viewed and categorized by message content, acuity, and appropriate level of service. Cost and time estimates were used to compare the cost
of SM management by oncologists alone versus assisted by medical assistants and nurses. Results: During the study, 41,272 patients initiated
334,053 unique SM threads to 132 oncologists. Of the SM threads reviewed, only 26.8% required oncologist expertise. Based on thread con-
tent, the remaining 73.2% may have been better managed by a nurse (38.2%), medical assistant (28.4%), primary care physician (5.4%), or
another subspecialty provider (1.2%). Emergency care was recommended in 2.4% of the threads reviewed. Significant medical care was
provided to patients in 24.4% of the reviewed threads that would typically require an appointment. We estimate that the SM exchanges pro-
vided $11.2 million in care, including $3.6 million in avoided out-of-pocket copayment costs to patients and $7.6 million in missed billing codes.
Conclusions: High utilization of SM generates additional workload for oncologists that could mostly be appropriately managed by alternate pro-
viders. The magnitude of unreimbursed medical care provided via SM and the use of SM for emergent medical situations creates an urgent
need for new practice models. An alternative architecture for triaging, managing, and billing SM could reduce costs and oncologist burnout.

Background

Use of secure messaging (SM)—private patient and physician com-
munications conducted through a website or app-based portal—
has drastically increased since its implementation in the late
1990s,"? around the same time email became widely used by the
public. In recent years, accelerated by the COVID-19 pandemic,
health care has become more inclusive of remote care delivery
options such as remote medical visits and SM.*

Physicians find SM is frequently used as another form of re-
mote health care, often comparable to phone or video appoint-
ments. Studies have also shown that this transition to “desktop
medicine,” where physicians spend increasing time on electronic
forms of health care while maintaining their direct patient care re-
sponsibilities, is a risk factor for physician burnout and increased
physician stress.*®

Despite these documented trends in the use of SM and their
impact on physician well-being, there is scarce data on content
of SM sent by patients with cancer. Herein, we report on utiliza-
tion of SM and assess the content of SM in oncology practice,
which may inform expected staffing requirements and projected
cost savings from the implementation of more efficient strategies
to manage the oncologist inbox.

Methods

Study Setting

This population-based retrospective cohort study examined
all patient-initiated SMs sent to a Kaiser Permanente Northern
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California (KPNC) medical oncologist or fellow over a 1-year
period (June 1, 2021-May 31, 2022) at 21 oncology practices. KPNC
is an integrated health care system serving >4.7 million members,
with 262 medical offices, 21 hospitals, and 21 community cancer
centers across the region. KPNC members are highly representa-
tive of the local populations.”

This study was reviewed by the Institutional Review Board
of the KPNC region and was exempt from ethics review or patient
consent in accordance with US federal regulations. Funding for
this study was provided by KPNC Graduate Medical Education,
Kaiser Foundation Hospitals.

Exclusion Criteria

Patients were excluded if they were <18 years of age or did not
have a documented gender. SM within the randomized sample
were excluded if the initial message was initiated by the provider
or was sent to a provider who was not a medical oncologist, or if
the patient did not have a cancer diagnosis.

Study Variables

Patient-specific data were extracted from the electronic medical
record (EMR), including patient demographics (self-reported gen-
der, race/ethnicity, age) and number of SMs initiated (Table 1,
Figure 1). The timestamp data of the initial patient message and
oncologist response were recorded and categorized as inside or
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Table 1. Number of Patients by Demographic Characteristics and Utilization Level

ORIGINAL RESEARCH

Low (<3 SMs) Medium (3-9 SMs) High (=10 SMs) Total
n (%) n (%) n (%) n

Gender

Male 5,432 (34.0) 6,248 (39.1) 4,282 (26.8) 15,962

Female 8,963 (35.4) 9,657 (38.2) 6,690 (26.4) 25,310
Age

<45y 1,654 (34.7) 1,785 (37.4) 1,334 (27.9) 4,773

45-64 y 5,189 (34.0) 5,851 (38.3) 4,223 (27.7) 15,263

65-79 y 5,709 (34.8) 6,338 (38.7) 4,348 (26.5) 16,395

=80y 1,843 (38.1) 1,931 (39.9) 1,067 (22.0) 4,841
Race/Ethnicity

White 8,652 (35.1) 9,488 (38.5) 6,536 (26.5) 24,676

Hispanic 1,793 (36.4) 1,898 (38.5) 1,237 (25.1) 4,928

Black 912 (35.2) 1,024 (39.5) 657 (25.3) 2,593

Asian/PI 2,292 (32.4) 2,753 (38.9) 2,028 (28.7) 7,073

Other/Unknown/Multi 746 (37.3) 742 (37.1) 514 (25.7) 2,002

Abbreviations: Multi, multiracial; Pl, Pacific Islander; SM, secure message.

outside of business hours (Monday through Friday, 8 am—6 pm).
The difference in timestamp data between patients’ and oncol-
ogists’ initial messages was calculated to report the time until
oncologists’ response.

Message Content Analysis

Of the total study sample of SMs, 500 were randomly selected for
individualized review by a trained resident physician researcher (B.
Anderson). Prior to SM review, the study team defined provider cat-
egories and restricted responses to align with each providers’ scope
of practice (B. Anderson, L. Lyon, M. Lee, R. Liu). The categories for
response included oncologist, registered nurse (RN), medical assis-
tant (MA), primary care physician (PCP), or subspecialist. Within
each response category, broad types of messages were established
to filter patient SMs into each response category, as outlined in
Table 2. Within each SM, the number of messages exchanged was
counted and the content type of the initial SM was analyzed and
sorted into a category for response. Messages that did not fit directly
into one category, either because an SM contained multiple topics or
because the content was unique, were discussed between the study
team to assign the most appropriate response category based on
consensus (B. Anderson, L. Lyon, M. Lee, D. Kumar, R. Liu).

Gender
Male ENAZ 23.4%
Female [-R4% 22.9%
Age
<45 y T
45-64 y WAL 21.9%
65-79y [KOZ) 23.1%
>80y AR 29.2%
Race/Ethnicity
White [REZ 23.1%
Hispanic X537 24.5%
Black 52 24.4%
Asian/Pl A/ 22.0%
Other\Unknown\Multi X573 PAR

To compare the potential impact of different clinical per-
sonnel in managing SMs, we first extrapolated the percentages of
SMs that could ideally be managed by each provider type (oncol-
ogist, MA, RN), as assigned by the study team, to the total volume
of SMs. Projected hours were obtained by multiplying the re-
ported physician response time to SM (2.3 min/SM)? by the total
volume of SMs in the study. National estimates of typical hourly
compensation by provider types®!® were multiplied by the pro-
jected hours needed of each provider type. Total estimated cost
of management in each of the 2 potential staffing models was
compared with projected potential health care system savings
associated with implementing basic SM triaging strategies.

Analysis of each SM was performed to assess whether the
medical care provided via SM was significant (ie, would typi-
cally require an appointment), either in-person or via telehealth
(B. Anderson). These SMs handled complex medical counsel-
ing, cancer progression, or treatment changes. Messages where
the utility of an appointment was unclear were discussed be-
tween the study team (B. Anderson, L. Lyon, M. Lee, D. Kumar,
R. Liu). The total annual reduction in appointments due to the
use of SMs was calculated by multiplying the proportion of SMs
that provided significant medical care in our selected review by

70.9%
71.0%

72.9%
72.4%
70.9%
63.0%

70.8%
68.9%
69.4%
72.8%
71.8%

B Low (<3 SMs)

Figure 1. Distribution of SMs by demographic group and utilization category.

Abbreviations: Multi, multiracial; Pl, Pacific Islander; SM, secure message.

B Medium (3—-9 SMs)

B High (=10 SMs)
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Table 2. Provider Categories for SM Response Delegation With Corresponding SM Content Examples

Oncologist RN MA PCP Subspecialist
e Complex medical counseling e Basic to moderate medical e Scheduling e Medical management of comorbid e Subspecialty-related
e Progression or treatment failure counseling e Forms conditions questions with
e Treatment change or termination e Symptoms e Laboratories e Other noncancer concerns established subspecialty
e Narcotic management o Referrals o Clerical provider
o Refills e Social
e COVID-19/vaccine

Abbreviations: MA, medical assistant; PCP, primary care physician; RN, registered nurse; SM, secure message.

the total study sample. CMS billing codes 99211-99215 for es-
tablished patient appointments were used to estimate the total
cost of unbilled medical care provided via SM.'® An average co-
payment fee for subspecialty appointments nationally in 2022'"
was used to estimate the total savings to patients in potentially
avoided copayment fees typically associated with appointments.
Messages where the physicians’ initial response included a rec-
ommendation for the patient to obtain evaluation in the emer-
gency department (ED) were marked as “emergency.” These SMs
underwent detailed medical record review to evaluate follow-up
and resolution of the stated medical concern (B. Anderson). Mes-
sages marked as emergency were not included as being typically
better served by an appointment, and therefore the financial
implications of the emergency SM were not considered in
our calculations.

Statistical Analysis
Descriptive statistics (counts and percentages) were used to
report the SM distributions for patient age at index date, gen-
der, and self-reported race/ethnicity. Patients were grouped as
low (quartile 1), medium (quartiles 2 and 3), or high (quartile
4) utilizers based on number of SMs initiated. The total num-
ber of SMs for each utilization level were reported as frequen-
cies and percentages. We used chi-square tests to compare the
demographic characteristics and the number of SMs sent by
utilization level.

All analyses were performed using Microsoft Excel or SAS
9.4 (SAS Institute Inc), and report P<.05 as significant.

Results

Patient Characteristics

During the 1-year study period, we found 41,272 patients initiated
334,053 unique SMs to 132 medical oncologists and oncology
fellows. In our selected review, the average number of messages
exchanged between patient and provider was 2.6, with a mode
of 1, and a maximum of 36. On average, each oncologist received
2,530 SMs during the 1-year period. The most SMs received by an
individual oncologist was 6,832. Oncologists were found to re-
spond to 22% of SMs outside of business hours.

Most patients self-identified as female (61.3%) (Table 1).
Median age was 65 years (IQR, 54-74 years). Most patients were
White (59.8%), followed by Asian or Pacific Islander (PI; 17.1%),
Hispanic (11.9%), Black (6.3%), and other/unknown/multiracial
(4.9%). The proportion of high utilizers (=10 SMs) decreased
with age, from 27.9% among patients aged <45 years to 22.0%
among those aged =80 years. White and Asian/PI patients were
more likely to be high utilizers (26.5% and 28.7%, respectively),
whereas Black, Hispanic, and other/unknown/multiple race
patients were more often low utilizers (35.2%, 36.4%, and 37.3%,
respectively). Low utilizers (34.9% of patients) sent 6.0% of the

total SM, medium utilizers (38.5%) sent 23.1%, and high uti-
lizers (26.6%) sent 70.9%.

Message Characteristics

In the analysis of 500 random SMs, only 26.8% were categorized
as needing review by an oncologist, whereas the remaining 73.2%
may have been efficiently managed by another staff member
based on our study criteria (Table 2). The remaining SMs could
have been managed by an RN (38.2%), MA (28.4%), PCP (5.4%), or
other subspecialty provider (1.2%) (Figures 2 and 3).

In 24.4% of the SM reviewed, oncologists provided medical
care via SM that typically would require an appointment based
on our study criteria. When extrapolated to the size of our entire
cohort, we estimated a total of $7.6 million in medical care was
provided to patients through SM. Patients saved an estimated
$3.6 million in avoided out-of-pocket copayment costs (Figure 4).
This cost does not include the effort the providers took to triage
the remaining 75.6% of SM.

In 2.4% of SMs reviewed, the patient’s initial message pro-
mpted the oncologist to recommend urgent evaluation in the ED.
Most of these patients (61.5%) were subsequently evaluated in the
ED. The remaining 38.5% received outpatient evaluation, includ-
ing laboratory and imaging tests or scheduling of an in-person
evaluation. Examples of the emergencies included symptoms of
low blood counts (eg, fatigue, petechiae), fever in patients with
known neutropenia, debilitating pain, and shortness of breath.
The average response time to these messages was 14.9 hours
(range, 4 minutes to 85.8 hours). Most emergency SMs were sent
outside of business hours (53.8%).

Across the 132 oncologists, we estimate that each spent an
average of 97 hours over the year solely on responses to patient
SMs. With the assistance of MAs and RNs triaging messages, each
oncologist across the study would save approximately 71 hours

B Oncologist ™ RN ® MA  m PCP/Subspecialist

Figure 2. Appropriate levels of service designation by provider type.
Abbreviations: MA, medical assistant; PCP, primary care physician;
RN, registered nurse.
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Figure 3. Percentage of total patient messages sent by the hour of the
weekday that they were sent.

per year. Accounting for hiring MA and RN staff, the system would
still potentially save $1.1 million.

Discussion

The advent and widespread adoption of patient-to-physician
SMs has fundamentally changed how patients interact with their
health care team.'*'* Once limited by in-person visits, wait
times, and copays, patients can now reach their doctor anywhere
and anytime. In cancer and other disease states, patient interac-
tion with SMs has been shown to have meaningful clinical bene-
fits,">® with increased and sustained use.>'*!* At the same
time, SM has led to additional health care disparities,® and re-
mains largely unreimbursed. SM workload has repeatedly been
associated with burnout,'”?° in some studies affecting the ma-
jority of the workforce,>""?*> impacting work-life boundaries and
increasing anxiety regarding unlimited inbox volume.* Our study
provides the first assessment of the content of patient-initiated
SMs in oncology to inform more efficient and sustainable man-
agement strategies of the physician inbox.

We showed a high number of patients and all oncologists
participating in SM, with each oncologist receiving on average
211 SMs monthly. A large study published in 2015 across an array
of adult and pediatric specialties found their providers received
only 14 SMs per month on average.'* SMs in oncology are more

$3,586,393

$7,633,091

B Forgone billing B Copays

Figure 4. Estimated value identified in work provided and costs avoided
via secure messaging. Copays refers to the total savings to patients from
avoided copayments typically associated with traditional (in-person or

telehealth) visits. Forgone billing accounts for the total estimated loss of
reimbursement for care designated to typically require a traditional visit.
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medically complex,?® and this drastic increase in their frequency
increases the risk of burnout. One study found that the relation-
ship between SM volume and burnout is likely directly propor-
tional, with the physicians with the highest volume having
almost 4 times the likelihood of experiencing burnout as their
colleagues with the lowest volume.' In a survey of 163 oncolo-
gists in 2018, EMR responsibilities caused stress in 67% of physi-
cians, and 79% worked on EMRs outside of clinic time.**
Importantly, physicians who complete their SM work outside of
business hours have been shown to have longer average stress
durations when compared with physicians who complete their
inbox work during business hours.?®> Our finding that SMs are
sometimes emergent and are being sent after hours and in ever-
increasing volumes highlights a need for more flexibility with
individual schedule management and dedicated resources for
secure message management to reduce overall burnout. With
almost 25% of medical oncologists leaving the workforce in the
last decade,”® exacerbating a workforce already in crisis,*” solu-
tions to the growing SM burden are urgently needed.

Examples of these solutions are emerging. Team-based in-
box management has been cited as a viable solution, including
delegation to MAs, pharmacists, and RNs, or use of templated
Smartphases to reply to common administrative questions.> We
estimated that by implementing a team-based approach, where
an MA surveys an inbox and forwards messages to an RN or phy-
sician, each oncologist in our health system could see an annual
reduction of 71 hours in their workload. Machine learning mod-
els have also been used to determine whether patient messages
involve medical decision-making, and could play a key role in
SM management given the potential for cost savings, stream-
lined inbox management, and similar or improved outcomes
compared with usual care.?®*® Chatbots were also shown to be
noninferior to physicians and associated with better symptom
management and self-care advice compared with a nurse-led
model tested among patients with breast cancer.***! Our study
discovered that although patients were asked not to use SM for
acute care, 2.4% still used SM for urgent issues. Proactive moni-
toring of patient needs through cost-effective measures such as
patient-reported outcomes,*” lay health workers,* or artificial in-
telligence (AI) with a teams-based triaging system may effectively
capture after-hours and emergency SM. A recent study using Al to
generate draft responses to SM did not reduce time spent on SM
management but significantly reduced self-reported provider
burnout.* Given their potential, Al platforms are likely to be inte-
grated into clinical practice, although work needs to be done to
manage misinformation and increase actionability.*®

There are new billing models for SM to help support a sus-
tainable workforce and reduce burnout. As of 2020, the CMS cre-
ated new billing codes to reimburse inbox-related work. Some
large academic institutions have begun charging patients for SM
use. After beginning to charge for SM, one institution saw a roughly
15% decrease in monthly SM volume.*® Restructuring reimburse-
ment to recognize this new form of work in a way that accounts for
the potential variability in work needed to reply to a particular SM
is vital to make this form of health care delivery sustainable. Given
increased health disparities associated with the SM form of medi-
cal care, new health care costs to patients must be considered
when creating policy changes.

Our study found disparities in utilization of SM by tradi-
tionally underserved populations, such as Black, Hispanic,
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and multiracial patients. Previous studies have shown that al-
though underrepresented minorities have enrollment rates to
the online portal similar to those of other demographic groups,
utilization of the services offered within the portal, such as SM,
are underutilized when compared with other demographic
groups.® One study found that most of the apparent disparities in
use of SM noted within underserved communities could be ex-
plained by patients’ access to internet and preferences in care
medium.*” Another found that patients with limited English pro-
ficiency to be significantly less likely to participate in SM.*® One
unique solution may include leveraging the abilities of Al for
direct end-to-end translation services within the SM portal itself,
improving access to people of all backgrounds.®

High utilizers sent the vast majority of SM across all demo-
graphic categories in our study. A 2024 primary care study reported
a similar pattern, with high-utilizers (=3 SM/year) accounting for
77% of SM over a comparable 1-year period.*® That study charac-
terized high utilizers as predominantly older, English-speaking,
nonminority patients with more comorbidities and higher overall
health care utilization. Interestingly, unlike the primary care study,
our findings revealed that although there were minor differences
in the frequency of high utilizers across racial/ethnic groups, the
proportion of total messages sent by high utilizers was consis-
tently around 70% across all racial/ethnic categories. This con-
trasts with the primary care setting, where both the frequency of
high utilizers and their message volume varied more significantly
by race/ethnicity. Additionally, high utilizers in our study of patients
with cancer sent significantly more messages than those in primary
care. The consistency in message volume from high utilizers across
demographics in cancer care suggests that the nature of oncology
treatment might override typical disparities in health care en-
gagement, possibly due to the universally high stakes and
complex care needs in this setting. This stark contrast in SM use
between primary care and oncology settings aligns with reported
burnout rates among oncologists related to this workload, under-
scoring the urgent need for systemic changes.

Our study had several limitations. Kaiser Permanente is an
integrated health system with many unique features including the
ability to use SMs to contact any provider on the patient’s care
team free of charge, and no copay for most telehealth visits. The fi-
nancial calculations used in this study do not reflect KPNC'’s capi-
tated system. In the study we examined a random sample of the
total SMs and used these findings to estimate the financial burden
of SM. In doing so, the total financial burden of SM may be more
or less than our estimates. Our study did not directly measure the
amount of time providers spent responding to SMs. We suspect

Anderson et al

the 2.3 minutes per SM response from a small 2011 Norwegian
study of PCPs® varies from the circumstances of our study but was
reasonable given that oncology messages are likely to be more
complex and time-consuming than primary care. More work is
needed in this area to clarify the amount of time spent on physi-
cian responses to patient SM. Our study cites 2019 salary data for
both RNs and MAs, which we suspect significantly underrepre-
sents the current market value for these positions.

Conclusions

Our study reveals the significant impact of SM in oncology, with
oncologists receiving an average of 211 messages monthly, far
exceeding previous estimates across specialties. Although only
26.8% of SMs required direct oncologist review, suggesting po-
tential for more efficient management, we also identified dispar-
ities in utilization among underserved populations. Interestingly,
in the oncology setting, high utilizers across all demographic
groups consistently sent approximately 70% of the total SMs, indi-
cating that cancer care may override typical health care engage-
ment disparities. These findings underscore the urgent need for
systemic changes in SM management to address growing work-
load and burnout risk among oncologists, while also highlighting
opportunities for cost savings and improved efficiency through
team-based inbox management and Al technologies. Future re-
search should focus on evaluating various SM management strat-
egies, investigating factors contributing to utilization patterns in
oncology, and developing interventions to address disparities. By
addressing these challenges through innovative management
strategies and equitable access initiatives, we can ensure the
sustainability of this important communication tool while main-
taining high-quality patient care and provider well-being.
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